a Mo Odonc

NMNoaxoabl U UHCTPYMEHTbI
peanusauyun NosINTUKN
UMMNOpPTO3aMeLLleHNA Ha
npumepe MonOdoumc.

Bnagucnas CtapyeHko
PykoBogutens no passutuio busHeca s OO

+7 (903) 269-45-15
vladislav.starchenko@myoffice.team



Y10 cenyac npoucxoauTt?

KpynHenwue 3apybexHble BEHOOPbI
NPUOCTAHOBUITN HOBbIE MPOAAXM:

= BrnokupyoTca gocTynbl B o6navHble
NPOAYKThI

= HeT BO3MOXXHOCTU pacLUMpUTb JOroBoOp

= BbIpOCNO KONMMYECTBO aTak Yepes yAa3BMMOCTH
He oOHoBneHHoro NO

= YyacTunucb BHeAPEHUNSA BPeOOHOCHbIX
nporpamMmm B 6ecnnaTtHble NpoayKThl

c MonOdpuc




be3onacHocTb ogucHoro 0.
NouyeMy 3TO BaXKHO?

*

= 28 695 ysassumocTen B nporpamMmHbIx npogykrax B 2021 r.

= > 80% aTtaKk — Mcnosib3oBaHne ysi3BMMOCTEN
B npuknagHom MO

= OAOuH N3 OCHOBHbIX KaHanoB peanu3auun atak —
ocucHoe MO

= Hawnbonee pacnpocTtpaHeHHoe 10

= OCHOBHOM 3aneMeHT 6onbLUMHCTBA BU3HeC-npoLeccoB
npeanpuaTum

= [lonb3oBaTensmu siBNAKOTCA COTpPYyAOHUKN C COBEPLUEHHO
pa3HbiM YPOBHEM TEXHNYECKOW NoaroToBKM

oT dpeBpans 2022 roga

c MO|7| OCbVlC *naHHble aHanuTukK n3 otyeTa Risk Based Security
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Boigepxku nz CMU

— «Fasnpomy»

24 mapTa 2022 09:49 @& 176419 2 NOAENMTECA . np"Hyn"Teano OTKJ'"oq“n“
Ywepawada ns Poccumn Microsoft MMMOPTHYIO TEXHUKY Yepes
cnomMana nouty Mail.ru CNYTHUK

MI'TY BayMaHa ocTaeTcq 6e3
Windows: Microsoft oTkazanacb

YazsumocTtu B LibreOffice n Apache
noctaBnaTb eMy cBoe O

OpenOffice, nosBonsarLWmMe 0OOUTH

NMyTUH 3anpeTuUn NnokKynaTthb npoBepKy UudgpoBon noanucu
MHocTpaHHoe MO ana KpUTUYECKOMn 12.10.2021 13:51
MHPpaCTpPYKTYpbl Poccumn 22 MapTa2022 11:12 | @ 43238 | 2> NOAENNATHCS

C 31 MapTa 2022 r. B Poccum 3anpelleHo HpMOﬁpETaTb WHOCTpaHHoe

NporpaMMHOE obecneyeHne 41 06 beKTOB KPUTUYECKOW MHPOPMaLMOHHOIA Xa Ke pbl 3a6n°KM pOBan n naH Hble
g:fﬁj&;zyn;;)f;jﬁpak{u. YKa3 06 3ToM nognucan MpesungeHT Poccum OFPOM HOro pocc“ MCKOro
arpoxoingaumvHra

Xakepbl aTakosanv MHGOPMaLMOHHbIE CUCTEMbBI KPYMHEMLLEro MACHOTO
xonanHra «MupaTtopr».

) MonOdomc



Y10 nmeem

= [loTeps goctyna k obnayHbIM NpoayKTam
N HapylleHne GM3Hec-NpoLEeccoB

= Poct Harpy3kn y nogpasgeneHua Nb

= @uHaHCOBbIE N3OEPXKKN

a MonOdomc




Mud bl 3ameLueHUs
oducHoro MO

He NoHATHO
Kak BHeOpATb

D MonOdpuc

[MpaBpa

NMOoHATHO:

= CobcTBeHHasi MeToaosiorngd
= OKcnepThbl
» [lporpammbl 06y4eHna nepcoHana

= Texnoggepxka



Mud bl 3ameLeHus
ochucHoro MO

BbixoauT gopoxe

[MpaBpa

» HyxHo cunTatb!
= CTOMMOCTb NMULIEH3UN
Ha 30% Huxe Microsoft

= HeT AgononHUTENbLHOW NnaThbl
3a cepBepHbIe NMNLEH3NN N OOCTYN K HUM

= BBoaHoe 0by4yeHue BXoanT B CTOMMOCTb
NULUEH3nn



Mud bl 3ameLeHus
ochucHoro MO

HeT dpyHKUMA
Microsoft

D MonOdpuc

[MpaBpa

PewweHna MonOdwmc:

= 3aKpbIBalOT BCE KITHOYEBLIE
doyHKUMNM

= CopgepXaT NonHbin Habop
OMUCHLIX NPUITOXKEHUN

= PaspabaTtbiBatoTcs
C KOMMMEKCHbIM NMOAX040M
K 6e3onacHoOCTH



Mud bl 3ameLLeHuUs
ochucHoro MO

Pwuck, 4yto BeHOop
«3aKpoeTca»

D MonOdpuc

[MpaBpa

MoinOdounc:

= 8 net Ha pblHKe

= 460+ pa3paboTymKoB
= 1700+ napTHepoB

= 2700+ KnneHTOB

* [NaBHbIN aKUMNOHEP —
Kaspersky Lab 61,05%



Kak BbiOpaTb?
bonee 8 net onbita MonOdomc



KoHTpOoNnb AaHHbIX

Bo3MOXHOCTb paboThl
B 3aKpbITOn ceTn 6e3 gocTyna B
NHTEPHET

PaboTa B YacTHOM
nnn rmdpugHom obnake

[TONHbIN KOHTPOMb
Hag AaHHbIMN

D MonOdpuc

MounOdomc

[MpoayKThl
«MonOdomnc YactHoe Obnako»
«MonOdmc 3awmeHHoe Obnako»

= Pas3BopaydnBaloTcsl Ha COOCTBEHHbIX
cepepax unu B LUOL noBepeHHOro
napTHepa

» [lo3BONSAOT YNpaBnsATb CTPYKTYPOK
n pabounmu rpynnamm

=  O6GecneuynBaeT MNOsHbIA KOHTPOIb
MHOOPMAaLIMOHHBLIX NOTOKOB
11



be3onacHas MounOdounc
pa3paboTka 1O

MounOduc perynsapHo npoBOAUT:

- OyHKLMOHANbHOE TECTUPOBaHUE
CootBetctByeT [OCT A -

no 6e3onacHomn paspaboTke = CraTuyeckun aHanm3a

=  JInHaMn4eckuin aHanms
Aicnonb3oBaHme ny4ywmx MMpPOBbIX

NpaKTUK = Code review

- TeCTI/IpOBaHVIe Ha NMPOHUKHOBEHUA

=  @as3uHr TecTupoBaHme

~ *[aHHble aHanuTUKy n3 otyeta Risk Based Security
D MOM O¢MC oT cdrespans 2022 roga l 2
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Ceptudmkarnbi

CooTBeTcTBME TPEDOOBAHUSAM
HOPMaTMBHbIX JOKYMEHTOB

[[apaHTNA NonyvYeHnst OGHOBEHNN

[[@apaHTUM OONroCPOYHOU
noa4epP XK1 NPOaYKTOB
(5 net + 1 ron)

D MonOdpuc

MouOdomc

Ceptundukat ®CTIK Poccmmn Ne4119

Ha «MonOdwuc 3awmweHHoe Obnako»
No 4 ypOBHIO AOBEPUS U TEXHNUYECKMX YCNOBUN

Ceptudomkat PCTIK Poccnm Ne3688

Ha «MonOdmc CtaHgapTHLIM» MO 4 YPOBHIO
aosepus

13



HoBas nupamuaa notpedHocTen

° KpacoTta
YpooctBO
ek

*" HapexHocTb

o Be3onacHocTb
73 vorogmo

o LIBeTa; N
” nHTepdpeiric

Kpocc-
nnatopMeHHOCTb

MNpeeMcTBEHHOCTb
(coBmMecTUMOCTB)

CoBMmecTHasa pabora

KoHTponb Hag AaHHbIMKU

14



be3onacHocTbL U yaobcTBO —
Haw npuopuTeT!

Bonee 3000 yny4weHun 3a 3 roaa, CooTtBeTCcTBUE TPEOOBAHUAM
1000 n3 KOTOpPbLIX MO 3anpocy nosfib3oBareneun 3aKa3umkoB 2019 vs 2022*
1400 1249 100%
1200 78%
80%
1000 947
800 766 60%

40%
18%
20% 8%

o R

2020 2021 2019 2022

15




OducHble nakeTbl

gaagaaa

Tewet Ta6nuya Mpesentayma  AWanutika

Pegakropsl
«MoiOduc CTaHAAPTHLIA»

AnbTepHaT1Ba peAakTopoB
Microsoft Office

= CoBMeCcTUMOCTb
Pa6ota ¢ popmatamu Microsoft
N ApyrumMum

MpocTtoTa
TMOHATHLIA HTepdelic

Ypo6cTBO
OanHakoBo Ha MK 1 MobUNbHbIX
YCTpOCTBax

- AnbTepHaTMBa ONepayyoHHOM
alt Imuxf :‘

cucteme Windows
OnepauyuvioHHas

cuctema Alt Linux

O6na4yHoe xpaHeHue
n coBMecTHas paboTta

MonOdumc

YacTtHoe O6nako

Cuctema 06n1a4HOro XpaHeHUs
¢aiinoB v Be6-pefaKToOpbl

AnbTepHaTtuea Microsoft One Drive +
Office Online / Google Workspace

= Hape>HocTb
XpaHeHue ¢paiinos Ha BbIGpaHHbIX
pecypcax 3akas4uka

= CKopocTb
CoBMecTHOe pefakTMpoBaHmne
JAOKYMEHTOB

= Mopsapok
YnpasneHve npasamu foctyna
nonb3osarenen

HezaBMcMMOCTb
PenosnTopunii n cpeaa
pa3paboTku B PP

MonOdmc — anbTepHaTuBa 3anagHomy O

MouToBLIe pelieHuns

KOPHDPBTMBHBH noyTtoBas cucrtema

AnbTepHaTuBa Microsoft Exchange

oT 10 40 29 999 nonb3oBaTenei

Ypo6cTeo
Jlerknii 1 MOHATHBIA NHTepderic

WHTerpayun
Moagepxka cncrem BKC

be3onacHoCTb
MoaaepxKa POCCUACKIX
KpPUATOANroprTMOB

EavHooGpasne
[puBbIYHOE NONb30BaTENbCKOE
MeHH

® mMaiLion

KOPHOPHTMBHBH noyToBas cucTemMa
HOBOro noKosieHnsa

AnbTepHaTuBa Microsoft Exchange

B o1 30000 g0 1000000
nonb3oBareneii

* MacwTabupoBaHne
M3meHeHve nog notpebHoCTH
opraHm1saum

= BbICTPbIA NOUCK
BBOZA NapameTpoB U K/IHUeBbIX
cnoB

= HapgeXXHocTb
OTKa3oyCcTOlUMBOCTL
1 BOCCTaHOB/IEHVE

LleHTpanusoBaHHoe ynpasieHne
YnpaseneHue rubpugHom

WH ¢J pacTpyKTypou



INluHeunka cepTUPMUMpPOBaAHHBIX EnumcTBeHHOe oducHoe 0

Ana paboTbl C AOKYMEHTaMu,

NMPOAYKTOB COCTaBAAIOWMUMM KOMMEPUECKYIO

M rocyAapcTBEHHYHO TalHYy

MpoaykTbl AnA paboTbl MpoAaykTbl Ana paboTbl C rocTanHon

C KOH(huaeHumanbHON MHcpopmaymen A0 YPOBHA «COBEpPLUEHHO CEKPETHO»*

MoinOdomc @ MonOdome MoinOdome MonOdmc
CTaHAapTHLIW 3awmuieHHoe o6nako CTaHAapTHLIW Cny>ke6HbIi
CepTtudoukat CepTtudmkar CepTtudmkar CepTudmkar
OCTOK Poccnn Y14 OCTOK Poccm Y04 n TY OCTIK 1 MnHOBGOpPOHbI OCTIK Poccum
Poccun YO2nTY

o |\/|O|7| OCbVlC * [poayKTbl NOCTaBNSATCA Yepes TexHonornyeckoro naptHepa 3AO0 «BE3AHT. 17



UHTerpauum

n BMECTUMOCTDb .
co ec o MonOdpuc
ERER o
061'1CIKO aw TESSA @ TrueConf c 6 kaspersky = a"l'ﬁ
€» Mera®oH () i) PYTOKeH
T :—m:.gpyc (( DIRECTUM BS VIDEOMOS T.cou e mPEqoC (Swinm)
#CloudMTS _ . o Y ) KPUMTONPO
> Ballal MPUOPHTET Odialog /. macOS
t Poctenekom
|/
2 6unaiiv ‘CI, Y s0c e/VJress ipados  i0S

N
'OXYGEN AGUARIUS

docsvision CommuniGate Pro Harmonyos () ROSA

LLUupokune Bo3moxHocTtn APl uHTerpauum: ERP, 6yxrantepus, CRM, nopTtanbl 18



MounOdouc yxe BbiOpanu

opraHbl BriacTu, rockopropauum
M rockomnaHum, obpasoBaTernbHble POCCHH
M KOMMepYeCKue CTPYKTYpbl.

POCATOM

A3PODNAOT# @"BHPIIM Y
race P LEl L p V(3

-
£t p
LN 1™
CVMIEGHOTO
JENAPTAMEHTA
Ynpaenenune genamn  MuHumdpbl MuHTpaHc MyC Pocpeseps Poctpyn MuHucTepcTeo orbY NAL, MeHCoHHbIN Pocrsapauns
MpesngexTa PP Poccun Poccun Poccun 9KOHOMUYECKOTO doHa PO

pa3Butus PO

a MonOdpuc 19



HopMansHoe pacnpeaeneHie

YaCTHbIX NONb30BaTeNENn —

44401

05537057037

=i

MonOdouc JokyMmeHTbI -

A« NG

Prrr— s wxona_ 8pes ucnonuaoaanu () |

1 Miwant 554

Incomplete: 44383 08121759259
2 Kevans 55+ Done 44400 0.76%0972222

1 3 Mpawat 30-54 4444 07260185185
i . 4 Xeruwnar 3054 Feed 44397 02952514815
: | S Mpmenn S5+ Done 44400 06399611111

. 6 Mpeasat16-29 Worit Fic 44391 05967826074

44401 05537037057

MonOdmc CtaHpapTHLIN.
domawHana Bepcus

w0 €« =
\/3 |\/|OI7|OCbI/IC . ' android



He BepbTe mudam! lNonbayurtecs!

Y3HanTte 6onblle Ha cante MonOdomc:

myoffice.ru

© 000 «Hosble ObnayHble TexHonorum», 2013-2021



